I0Surf v3.0 Privacy Policy

Installation/Removal

— At the time of installation of the I0Surf product, no user information is sent to |IOSurf

— We do not automatically collect IP Address or computer specific information when the software is
downloaded and installed

— If at any time the user is unhappy with the 10Surf product, they can remove it through the Add/Remove
Programs section of Windows or through Firefox.

Sign Up/Profiles

— When creating a new user account with IOSurf, we store all information that is input by the user into our
centralized databases.

— We do not resell profile information to third parties.

Logging in and Signing Out

— Upon logging in to I0Surf, a user's login time and sessionid are recorded.

— These records are removed as soon as a user clicks on the sign out button or if a time of 30 minutes has
elapsed since the user was connected.

Browsing the Internet

— While a user is logged in to IOSurf, upon changing websites, an I0Surf product will send the user's url and
uniqueid to an 10Surf server so that it can determine who else is at that site, and if the user has any new
messages or friends.

— All information sent to an IOSurf server is sent over SSL. This is to reduce the ability for someone who
is not part of IOSurf to “eavesdrop” on conversations or browsing.

— 1OSurf stores where a user is currently surfing in a temporary cache that is removed after 14 days or
at the users choice through the History button.

— 1OSurf does not backup or archive information about browsing habits.

— 10OSurf does not backup or archive which site a user has visited.

— 10Surf does not store websites that begin with https to reduce storing secure information.

Comments

— Any post or reply that is added to the Comments section will be stored in I0Surf's database for an indefinite
period of time.

— Users cannot edit their comments as of now

General Information
— No system is 100% secure, but we are constantly looking for ways to improve our security and increase our
users' privacy. If you have suggestions, send them to support@iosurf.com



